ABSTRACT
INTRODUCTION
he manner in which technology is being used is evolving, convergence of technologies is taking place, the level of integration between platforms is increasing, and collaboration has taken prominence (Trevathan & Myers, 2012) . Often these developments are driven by Web 2.0 technologies (referred to as 'Web 2.0' hence forth). Although numerous definitions for 'Web 2.0' exist, it is not well defined and is continuously evolving 1 . In principle, Web 2.0 is a perceived second generation of web-based communities that facilitate collaboration and sharing between users; referring to a change in the way in which the platform is used. It constitutes a paradigm shift in the manner in which existing technology is used, new technology is exploited and users interact Modern business struggles to operate without being exposed to the internet, even in South-Africa with low internet penetration rate. This trend is driven by the new generation of Internet users entering the workforce (from university) (Hampton, Goulet, Marlow & Rainie, 2012) . These internet users want to find ways to lever of this new technology (Bright & Daugherty, 2012; Lin, Harding & Tsai, 2012) . With the growth in Web 2.0, less thought is being given to how access is controlled and the impact of access (Faynberg, Lu & Ristock, 2011) . The number of internet incidences has increased and consequently more emphasis has been placed on advising the general 'public' on the appropriate use of Web 2.0. This increased awareness was mainly driven by popular media. This also had an impact on the modern auditor, requiring them to be more aware of internet risks and related control. In order to react to this, auditing students are taught about the internet risks and related controls. Various new modern teaching tools are used to illustrate the risks and controls to Accounting students. The question arises whether formal education has a greater impact on student's online behaviour, compared to an awareness gained from popular media.
Section 2 provides an historic overview of evolution of key prior research studies on Web 2.0. This is followed by the problem statement in Section 3. Section 4 documents the approaches used to teach South African Accounting and Strategy students. Section 5 outlines the research methodology employed. The findings are presented in Sections 6 to 7. Concluding remarks are made in Section 8.
REVIEW OF HISTORIC RESEARCH LITERATURE
As the popularity of Web 2.0 grew, the popular media published various articles on, for example, security risks relating to Web 2.0, while others focused mainly on business risks (D' Agostino, 2006; Fanning, 2007; Mitchell, 2007) . Popular media publications in almost every industry have published some kind of article outlining how Web 2.0 has impacted that specific industry. Most research has been conducted by private organisations such as Gartner, Clearswift, Pew Internet & American Life Project and KPMG, amongst others, with limited academic peerreviewed research being performed (Shin, 2008) . Initially, research focused on understanding the technology, its benefits, uses in a business environment and potential challenges (Clearswift, 2007a; 2007b) . Many studies focused on specific applications (such as Youtube, Facebook) and its uses ( The most widely used frameworks were developed by Dawson (2008) . Rudman (2010a) developed a framework to identify and manage Web 2.0 risks in a company. Before frameworks for risk or value evaluation can be implemented, users' behaviour needs to be understood. Lardner (1999) argued that the lack of privacy on the Internet could pose an obstacle to the growth of the Internet. Flavian and Guinaliu (2006) analysed the effect of privacy and perceived security on the level of trust shown by consumers on the Internet. They found that an individual's loyalty to a website is linked to the level of trust. The trust associate with the Internet is particularly influenced by the security perceived by consumers regarding the handling of their private information. Consequently, the level of trust can be evaluated from the types of information posted on Web 2.0 sites. The more information is posted, the higher the level of trust and visa versa.
Much work has been conducted on users' behaviour, and how users manage their identity and privacy. The Pew Internet & American Life Project conducted a series of studies on various user groups ranging from teens to established employees. Earlier studies (Fox, Rainie, Horrigan, Lenhart, Spooner & Carter) in 2000 focused on the use of the Internet. These international authors concluded that there is a presumption of privacy when users go online and that many users are uneducated about how to manage their identities and the risks they expose themselves too. Many users do not know how to manage their identities, how their identities can be tracked, or how to protect themselves, As a consequence, they unwittingly share personal information about themselves. Early in 2007, when the focus changed to Web 2.0, Lenhart and Madden (2007a) conducted a survey of young people between the ages of 12 and 17 across the United States. The study focused on which sites were used, the reasons for use and how they were used, as well methods to mitigate any potential threats. During April 2007, another study by Lenhart and Madden (2007b) investigated a similar research question. They focused specifically on the information teenagers' share, on assessing how teens evaluated the vulnerabilities, and the relationships online. Researchers found that most teens protect themselves by limiting the information they share and to whom, yet rely very little on automated protection.
These studies highlight the importance of identity management and risks in an international mature context. These research studies treated each group as a homogenous group. In this research there is an implied assumption that the users are informed and aware of the risks and safeguards relating to Web 2.0. However a similar study taking user knowledge explicitly into account has not been conducted.
PROBLEM STATEMENT
The introduction of Web 2.0 and the increasing number of online threats have resulted in emphasis being placed on Web 2.0 risks and its related controls, which inherently changed user behaviour. The general public and specialist industries have reacted to this change. The number of articles in the popular media on the risks and controls of Web 2.0 have increased. Similarly, the auditing profession has reacted by specifically including online risks and related controls into the Accounting curriculum. The question arises as to whether formal teaching of risks and controls relating to Web 2.0 has a greater impact on user behaviour than simply having an awareness obtained from popular media. The primary objective of this research is to identify whether differences exist in the Web 2.0 usage behaviour of educated compared to uneducated users. The secondary objective is to establish whether being educated on the risks and controls of Web 2.0 influences users behaviour in terms of: (i) awareness of; and (ii) the manner of interacting with Web 2.0.
The study investigates students, because they are the future business IT users, and are arguably the most connected Internet users in South Africa because they are accustomed to having access to computer facilities on campus and are the early adopters of technology. In many instances they are responsible for introducing new technologies to businesses (Clearswift, 2008) . Students majoring specifically in Accounting, as well as Business Strategy (as a proxy for educated and uneducated users, respectively) are considered. Accounting students are taught about the risks and controls of Web 2.0 as part of their Auditing module, whereas Business Strategy (refer to as Strategy hence forth) students are not. The Accounting students are taught using various methods and technologies, whereas Business Strategy students are exposed to Web 2.0 only via popular media or their own research. It is important to understand which delivery mechanisms have the greatest impact on how Web 2.0 users manage their identity. The results will help business determine whether formal education or learning-by-doing will aid in the adoption and diffusion of Web 2.0.
METHODS USED TO TEACH WEB 2.0 RISKS AND CONTROLS
The Strategy curriculum does not include IT as a subject, while Accounting students are taught the risks relating to the Internet, as well as related safeguards, in both their IT; Auditing and Governance courses. Strategy students will only be exposed to IT risks and methods to mitigate the risk from popular media or by their own research. The Accounting students are not only taught about the risks and controls, they are also taught a framework to identify risks and formulate controls. Teaching is mainly face-to-face, with all under-and post graduate modules being blended, using compulsory online activities, business cases and additional reading. The following study aids were used in Accounting lectures to illustrate the risks and mitigating controls: The students were assessed using a theoretical company highlighting the importance of governance; and of using frameworks to learn.
The students were not only taught by means of examples, they were also taught using a principled based approach which would allow them to understand any technology, identify weaknesses and recommend controls to mitigate the consequences.
RESEARCH METHODOLOGY
A literature review was undertaken to identify existing research on online users' behaviour; Web 2.0; risks and controls. This literature formed the basis of a questionnaire. A web-based survey was conducted among students majoring in Accounting, as well as Strategy (as a proxy for educated and uneducated users) in the Faculty of Economic and Management Sciences at a South African university to assess the practices they employed when using Web 2.0. The questionnaire investigated how the students' manage their Web 2.0 identity and their usage patterns; and evaluated the users' awareness of the risks relating to Web 2.0 and how they manage these risks. Particular consideration was given to the risks and safeguards the students are taught in class. Before the questionnaire was distributed to the target student population, the questionnaire was reviewed by lecturers in the field of Strategic management; Information systems, Auditing; a statistician; and ten volunteers from the target population. They considered the logic and ambiguity of the questionnaire. Minor amendments were made based on their feedback. The responses were scrutinised to eliminate incomplete responses, while cluster analysis was performed on the open-ended questions.
TARGET POPULATION
The target population allowed the researchers to identify whether Accounting students employ better online practices as they become more technology literate and aware of the dangers of Web 2.0 through their studies, as opposed to Strategy students, who are arguably less computer aware users. The nature of the two courses has an impact on how students learn and what students use to learn. Accounting students have a structured course (set by an external accreditation body) with limited need for students to access online resources for class. These students are not required to perform additional research on the course material. Most of the learning material is prescribed and provided to the students. The Strategy students, on the other hand are taught in a less structured manner and the course content is determined by the lecturer. They place greater reliance on case studies, simulations, projects and self-study and their own research. The Strategy course carries a lower credit weighting, which requires them to spend less time working. Accounting course is known for being a more rigorous course, not only taking up more time, but is also more onerous, requiring students to memorise the work and understand principles. Table 1 highlights the key differences between the two groups of students. 
FINDINGS
The respondents were questioned about the nature of Internet use before specific consideration was given to Web 2.0 related matters.
Respondents' Profile and Internet Activity
The 660 Accounting respondents comprised 54% male and 46% female students, of whom 71% were white, 24% black (5% preferred not to indicate ethnicity). The major (58%) of the Strategy respondents were females, 65% of the respondents were white (13% preferred not to indicate ethnicity). The demographic profile is not as important as the respondents' connectivity, because all respondents, other than using their cellphones, have access to the same resources at University (high-speed access points) (Table 3) . The source of access had a direct impact on the frequency at which the respondents accessed the Internet and the time spent online. Although Strategy students spend more time online, Table 4 
(Panel 1 [P1] and 2 [P2])
shows that both groups actively make use of Web 2.0 and that it is a favoured activity. 76% of the Accounting students indicated that they accessed Web 2.0 sites at least once a week. This is compared to 95.3% of Strategy students. 50% of the Strategy students spent in excess of 3-4 hours per week on these sites, whereas Accounting students have a longer tail distribution of average time spent on the internet. 21% of the Accounting students did not know how much time they spend online in the average week. It could be argued that when student indicated that they 'do not know', it means that they in actual fact spend a lot of time online, which might change the distribution. Detail as to the proportion of social compared to academic use was not established. The difference in number of accesses per period is attributed to the fact that the Accounting course is the more onerous and time consuming course of the two. The strategy students have more time available and hence spend more time online. Howe (2008) and Carr (2008) argued that availability, access and use of Web 2.0 have changed behaviours and that it has the potential to spur significant changes in how users conduct themselves socially, at work and while studying. This could have implications for organisations, as the students, once employed, would have direct access online from their workplace at which time the usage pattern and behaviour has already been established. The Clute Institute
Nature of Most Frequently Visited Sites
A summary of the most frequently visited sites is presented in Table 5 . It is interesting to note that the sites with a direct communication component are used more often than content driven services by Accounting students, while Strategy students reflect a different usage pattern. They present a more even distribution of use across all types of sites. Social networking sites rank second to e-mail usage for both groups of students. These patterns can be explained by:

The difference between the usage of the two types of personal communication platforms could be attributed to the fact that open communication platform usage is under estimated, because mobile access is not considered as part of the study. Many South-African students access social media from their cellphones. It is interesting to note that the sites with a direct communication component are, irrespective of course, used more often than content driven services. This might be attributed to the high communication costs in South Africa.
The nature of the two courses impacts on how students learn and which resources they use to learn. As noted, Accounting students have a structured course with limited need to access online resources for class, whereas Strategy students are taught by means of case studies etc. and requires them to do research.
The Strategy course carries a lower credit loading, which require students to spend less time working, giving them more time on the internet, possibly for entertainment purposes. Accounting students do not have time. 
Awareness and Utilisation of Web 2.0 Services
Although a wide range of services are used, 82% of the Accounting students were not always aware that they were using Web 2.0 services. The Strategy students had a greater awareness (49.2%) of Web 2.0 services they use. Both groups of students were able to identify Web 2.0 and could correctly list the differentiating characteristics of these sites. This is important because the changes in technology, give rise to new risks and new safeguards. 
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The Clute Institute More than half of the students (53.3% -Accounting; 77% -Strategy) indicated that their main activity on the internet is to view content. A significantly smaller portion of Accounting students indicated that they submitted (15.0%) and amended (8.4%) information online, while 23.3% make use of online applications. The Strategy students showed a similar profile with 16.4% submitting information; a slightly higher percentage (18.0%) amending information and comment on Web 2.0 sites; while 24.6% used online applications.
7.4
The Influence of Web 2.0 Web 2.0 uses more resources such as bandwidth and time because Web 2.0 is typically more media rich than Web 1.0 and could therefore negatively impact students and others. Table 6 investigates the effect of Web 2.0 usage on resources. Both groups responded similarly and were of the opinion that Web 2.0 usage did not influence university resources, but did impact on other users. This might be because the majority of the students used the university's facilities to go online. Under half of the students believed Web 2.0 usage influences students' studies by taking up study time. The result, taken in conjunction with the nature of the Web 2.0 services used, may indicate that the effect will be predominantly negative. It appears (from Table 5 ) that Web 2.0 is for most part used for social networking, communicating and entertainment, none of which are primarily academic in nature. Web 2.0, therefore, potentially takes time away from academic endeavours. The respondents were divided on the effect on their social life, believing that Web 2.0 influences their social life and the ways in which they interact socially.
Risks and Consequences
Unproductive time and resources constitute only one risk. Both groups of students stated they were aware of the risks pertaining to Web 2.0 access and the possibility that access may open themselves up to threats. New threats have been developed specifically to target Web 2.0, but Web 2.0 did not change online risks as a whole, it changed the manner in which the threats are delivered. A detailed list of all risks and safeguards is contained in Rudman (2010b) . It appeared that Strategy students (75.8%) were more aware of the risks in Web 2.0 compared to 65.3% of Accounting students that stated that they were not aware of the risks posed specifically by Web 2.0. This is contrary to expectations and can be surmised that this is due to the fact that the Strategy students are not able to distinguish between Web 1.0 and Web 2.0 sites and therefore overstated their knowledge and are not aware that the risks are different. Accounting students are taught about the vulnerabilities that affect Web 2.0, being distinct from Web 1.0 vulnerabilities. They might understate their knowledge.
The two groups of students were required to rate seven potential risks, where '1' was the most significant risk and '7' was the least significant risk. Table 7 contains the average ratings for the risks. Irrespective of whether the students were taught about the risks or not, neither of the ratings reflected theory and what students are taught in class. The Strategy students rated the risks higher. The most significant risk, according to the Strategy students, was the possible breach of security controls, while the Accounting students indicated electronic intrusion (including embedded intrusion) as a major risk factor. The last three risks were rated relatively low by both groups of students. Irrespective of whether the students were taught about the risks or not, neither of the ratings from both groups of students reflected the theory according to the textbook and what the students are taught in class. The students rated the risks that according to the textbooks are the easiest to control, the highest and the risk that has the greatest business impact, as the least risky.
Inappropriate Disclosure of Information
Many of the risks presented in the previous section arise from sharing too much information. Approximately 80% Accounting students and 98% Strategy students believed they share too much information. In sharing information online, two types of personal information could be posted: (1) when creating a profile or (2) through posting on websites. Both groups of students post similar information online when creating a profile. It does however appear that the Accounting students are more averse to posting information as highlighted by the lower percentages in Table 8 .
The students indicated that when they created profiles, they are most likely to share personal information, followed by information about where they reside, followed by contact information. They were less likely to share In light of the responses above, the students were asked which types of information they disclosed either on their own or someone else's Web 2.0 sites ( Table 9 ). It should be noted that this refers to information which they would disclose on their own or somebody else's website, and not information that is used to create online profiles. On a whole it appears that Strategy students are more willing to share information than Accounting students. It is interesting to note that Strategy students are more willing to share biographical information than Accounting students, will being less willing to share personal information online.
Both groups of respondents would be willing to share biographical and personal information and less likely to share all types of contact information. The lower willingness to share information could be attributed to the fact that students do not want to share their personal information because of the fear of being unnecessarily contacted, rather than because of security concerns. Most would also disclose their e-mail addresses. Over a quarter of the respondents would provide their cellphone numbers and under a fifth would knowingly provide other information that might allow someone to find them easily, such as address, and home phone number.
12% of Accounting students would provide their passwords online and 10% of these students would share personal identification information such as identity numbers, or medical information, even though they are taught about the risks. A significantly lower number of Strategy students would disclose similar information.
7.7
Safeguards to Mitigate Risk
In order to limit the risks, safeguards could be implemented by monitoring, limiting use, self-protection, or policy implementation. Blocking access is a last resort and not always possible. Monitoring and review is advocated as a important high-level control.
Of the students, 39.9% Accounting and 35.9% Strategy students felt that their activities did not expose them to risks requiring them to change their behaviour. Surprisingly, both groups of students reflected similar responses, irrespective of the fact that the Accounting students were taught the risks in class.
60.6% Accounting and 75.0% Strategy students stated that they did take some steps to protect themselves. Table 10 suggests that Strategy students are more likely to implement controls. This confirms findings by Fox et al. (2000) and Lenhart and Madden (2007b) . Slightly under half of the respondents (44.2% -Accounting students; 48.4% -Strategy students) indicated that they would at least limit their activities, if they knew they were being monitored, while 11.6% Accounting students; compared to 7.8% -Strategy students indicated that they would stop using the Internet. Another 4.3% Accounting students and 7.8% -Strategy students felt that with the large volume of online activity, it would be impossible for someone to effectively monitor activities and, consequently, they would not change their behaviour.
Many organisations have Internet policies that govern the use of company resources. The majority of the respondents indicated that they would comply with such a policy, if they were aware of it, while 14.2% -Accounting; 12.6% Strategy students would probably ignore the policy in their use of the Internet. It is noteworthy that the students were required to agree to comply with the university's Internet policy before they were able to access the Internet using university resources. In spite of this, 3% -Accounting; 1.6% Strategy of the respondents stated that they had never seen such a policy. This would, therefore, indicate that an Internet policy may not be the most effective way of regulating Internet use.
Alternatively, access could be blocked; however, 68% of both the Accounting and Strategy respondents felt that access should not be blocked, even though nearly half (47.2% -Accounting; 36.5% Strategy students) stated that Web 2.0 related risks may impact on the security of the organisation. In addition, 37% both groups of respondents indicated that employees should be entitled to access Web 2.0 content from their work computer for personal reasons, irrespective of the risks.
DISCUSSION AND CONCLUSION
Internet security and privacy has received much publicity and with the growing use of Web 2.0, these issues will not abate in the future. Formal user education is seen as the solution, but is not always effective. A survey was conducted to determine whether differences exist in Web 2.0 user behaviour (including the usage patterns as well as the awareness levels of the risks and controls associated with Web 2.0) of educated compared to uneducated users, by making use of proxies, specifically students majoring in Accounting and Strategy. The Accounting syllabus includes risks and controls of Web 2.0, whereas Strategy does not. The Accounting students are taught using various methods and technologies, whereas Strategy students are exposed to the risks and controls only via popular media or their own research.
The results indicate that the use of Web 2.0 is popular amongst students, they regularly visit Web 2.0, and post personal information irrespective of which course they major in. The Strategy students do however spend more time online and tend to use Web 2.0 sites for many uses, other than communication. The Web 2.0 awareness levels of both populations were relatively high with no significant differences. As far as the potential risks are concerned, both groups of respondents were aware of the risks and indicated that they did take some measures to protect their online identity, but they implemented safeguards in a haphazard manner. Given the distinctive characteristics of the two groups of students, it is expected that differences should be observed between their ranking of potential risks and potential controls. Contrary to expectation, the level of usage; type of Web 2.0; types of risks; and the manner and frequency of sharing by the two populations were not found to differ significantly. However, Strategy students do tend to rate the risks higher and are more likely to implement controls. This also support an argument that if academics want to make an impact on society, they must write popular articles in their field.
The research highlights that although Accounting students are taught about the risks and controls, they do not consider these risks and controls in their personal life. It appears that being educated on Web 2.0 risks does not have a larger impact on user behaviour than awareness gained from popular media. It might also be argued that popular media could have a greater impact in motivating users to implement controls, because the risks might be viewed as having a real impact. This also says a lot about the manner in which students study and are able to apply theory to practice.
Considerations should be given to blocking access to Web 2.0 and implementing strict controls that do not rely on user implementation, since potential safeguards would, in all probability, be ignored even by informed users or not used. This also says a lot about the manner in which students study and are able to apply theory to practice. When teaching information security, greater emphasis should be placed on practical examples, identification of risks and the real-life implementation of controls relating it to students personal experience. Moreover, organizations cannot rely only on users to employ proper controls.
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